

FEAL-4

Feal is a Feistel-type cipher, with just 4 rounds. It was proposed by a Japanese group in 1987. Its become something of a punch-bag for Cryptanalysis.

The F function has a 32bit input, divided into 4 bytes, and a 16-bit (two byte) input from the Key Scheduler. It outputs a 32-bit (4-byte) result.

(The Key scheduler is omitted here. It expands a 64-bit key into the 12 16-bit Ki pieces of key-derived material needed for the four stages, and for the initial and final XORing stages).

The F function looks like this. The inputs are f0,f1,f2 and f3. The Key inputs are k0 and k1. The outputs are F0,F1,F2 and F3



















Where 
S0 = ROL2(x+y)

mod 256

And

S1 = ROL2(x+y+1)
mod 256

Observe how the Key is XORed with the input to the F-Function.  By changing the 16-bit key Ki to am(Ki) where am(Ki) is the 32-bit value consisting of the 4-bytes {0,k0,k1,0}, it is easy to see that the FEAL round function can be re-drawn as:-







The F function now simplifies to:-


This equivalent circuit can be further exploited to get rid of the final "whitening" by the keys K8, K9, Ka and Kb. It is easy to establish that the FEAL cipher behaves identically if the final whitening is removed, and 32-bit Actual Keys AK0, AK1,…. AK5 used for each stage. In what follows the 32-value K89 replaces the two 16-bit values K8,K9 etc.

for i=0,1,2,3

AKi  = am(Ki)(K89 if i is even

AKi  = am(Ki)(K89(Kab if i is odd

The initial whitening can now be carried out by 2 32-bit key values, AK4 and AK5, where

AK4 = K45(K89(Kab

AK5 = K67(Kab

The net result of all this is that the FEAL cipher can now be drawn as shown below for encryption. For decryption the keys are applied in the opposite order, and AK4 and AK5 are applied at the end.

Note that all quantities are now 32-bit.


















Example Assessment Part 1 (for 10% of assessment marks)

Implement the FEAL-4 block cipher in its equivalent form to encrypt and decrypt a single block of data. Ignore the Key Scheduler - Input the six 32-bit words of the Actual Key directly. The key may be fixed inside the program, but the data should be physically input. You know you have it working correctly when a plaintext of all 0s, encrypted with a key of all zeros, results in a ciphertext of:-

FFE37998FBC873F3 (Hex)

Submit a printed-out program listing, and the program itself (source and executable) on a diskette. Physical submissions only - do not email it to me.

Differential Cryptanalysis

For a general background on Cryptanalysis read http://members.aol.com/jpeschel3/report.pdf
For important information on the Differential Cryptanalysis of FEAL, see Biham & Shamir 

http://www.cs.technion.ac.il/~biham/Reports/Weizmann/cs91-17.ps.gz
Also .. do a Google search on Differential Cryptanalysis and FEAL www.google.com
While its is a relatively easy job to break pre-computer codes, like the Vigenere cipher, particularly with the help of a computer, it is not so easy to break a modern block cipher.

One of the most effective methods is differential cryptanalysis. This was "discovered" in 1990 as a means of breaking the FEAL cipher, but it has potentially wider application to all block ciphers, unless resistance to Differential Cryptanalysis is designed-in.

It turns out that the original DES was designed in the 1970's to resist differential cryptanalysis, so the method was clearly known back then - but kept secret by the NSA.

Differential Cryptanalysis exploits the over-use of the XOR function in many contemporary block ciphers, of which FEAL would be a prime example. It works with a type of chosen plaintext attack, where a large number of ciphertext pairs are available, known to be associated with plaintext pairs, which have a very particular XOR difference.

To launch the attack first choose a random plaintext P and then a plaintext P*, such that P' = P(P*, for a predetermined P'. Encrypt both P and P* and obtain the associated ciphertexts C and C*. Many such pairs may be needed.

Consider the FEAL S operator.


S0 = ROL2(x+y)

mod 256


S1 = ROL2(x+y+1)
mod 256

This function exhibits certain useful regularities (from a Cryptanalysts point of view).


If  
X (X* = 80 (hex)

And
Y (Y* = 80 (hex)

Then


Z (Z* = 00 (hex)  (i.e. Z =Z* ) always

If 
X (X* = 80 (hex)

And
Y (Y* = 00 (hex)

Then


Z (Z* = 02 (hex) always

Extending this analysis to the two S Boxes at the heart of the F-Function:-


It is not difficult to see that 

If  
X (X* 
= 80

And
Y (Y* 
= 80

Then



W (W* 
= 00

Z (Z*  
= 02

always
Now extend the idea to the first full round of FEAL (after the initial whitening).


This is called a "characteristic". It is important to understand that it represents the XOR relationship between two instances of FEAL, with the specified "difference".

Many other characteristics can be found which are true, not always, but for a significant preportion of the time. For example a characteristic may have a probability of 1/4.

The idea is to push a characteristic right down from the top to within a round or two of the bottom, and then use the XOR relationships to find the actual subkey associated with the last round. Then work back up to the top, peeling off one round at a time.

Note that in this case the characteristic applies regardless of the value of the key. The same key applies for both instances of FEAL, so it is XORed to 0.

A particularly significant characteristic in the context of attacking FEAL-4 is this two-round characteristic (for which P' = 80 80 00 00 80 80 00 00):-















Note that the plaintext XOR P' is different from the characteristic XOR (P due to the initial transformation

A pair of plaintexts which satisfy this characteristics is called a "right pair". In this case since the probability of each stage is 1 (always), all pairs with this value of P' are "right pairs".

Here is the output of running FEAL-4 with a random key, on two plaintexts which have this difference. 

plaintext= 

0000000000000000

A  = 10041044

B  = d6a5e7b0

C  = 142f1a2f

D  = 29469e28

ciphertext= 

ffe37998fbc873f3

plaintext= 

8080000080800000

A* = 10041044

B* = d4a5e7b0

C* = ef27f9aa

D* = 48936a65

ciphertext= 

9c368dd5e395643b

Note that A' = A(A* = 00 00 00 00, and B' = B(B* = 02 00 00 00

To break FEAL-4 collect say four pairs of plaintexts and matching ciphertexts with the above difference P' = 80 80 00 00 80 80 00 00

· Observe that c' =  02 00 00 00

· Now attack from the other direction: d'= l' ( r'

· C' = d' ( b' = l' ( r' ( 80 80 00 00

· D' = l' ( c' = l' ( 02 00 00 00

· Now attack AK3. Try all 232 possible values.

· Note that we can calculate D and D* directly from the known ciphertexts and the current value of AK3

· Find the AK3 key for which D' = D ( D* is the same as that found above for all 4 pairs

After a short time AK3 is found. Continue to "unzip" the cipher upwards, finding AK2, AK1, AK0 and finally AK4 and AK5

Example Assessment Part 2 (for 90% of assessment marks)

Break FEAL-4 as described in section 7 of the Biham & Shamir paper, or using any other method. The cipher is broken when the 6 Actual keys AK0 - AK5 are found.

Find the program findkey.exe on G:\public\mike\crypto. Execute it as

D:>findkey 0 0 0 0 0 0 0 0

C2 1b 93 9f 3f 33 c7 35

The plaintext is input as 8 bytes (in this case all zeros).

The program replies with 8 bytes of ciphertext.

Note that this program can be used to launch chosen-plaintext attacks. A small number of chosen-plaintexts/matching ciphertexts are needed to break FEAL-4, but you can use as many as you like.

Your task is to find the keys AK0-AK5 used. (The key is "built-in" to the program executable).

Submit a program listing and a short one-page description on how you did it. Marks will be given for any progress made - so if you only get AK3 (the actual key associated with the last round - and the first to be attacked), you get marks for that. Indicate the number of chosen plaintexts/matching ciphertexts required, and the run-time needed.
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