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Project work

One programming project

Linear Cryptanalysis of a simple block cipher.

Breaking news - After a competition to determine the successor to the decades-old DES (Data Encryption Standard), the result was announced by the American NIST (National Institute for Standards in technology) on 2nd October 2000. The successful entrant will than become the AES (Advanced Encryption Standard).

AES - Its Rijndael!

Action:- Download and read the Rijndael documentation from the Web.

The AES is an example of a block cipher. What is a block cipher??


















The n-bit plaintext is converted to an n-bit ciphertext, under control of a k-bit key. The process is reversible.


For the AES n=128. The key size k can be 128,  192, or 256. In fact Rijndael can also support a block-size n=192 and 256, although this is not part of the AES.

Under control of the Key, the plaintext is substituted by a Ciphertext. A block cipher could in theory be implemented as a huge look up table, one table for each possible Key. 

For example:-

Key=0x0000000000000000

 Plaintext



Ciphertext

 0000000000000000 

9F84679674981AEF

 0000000000000001

7FE6598E8C836D01

 …….

 FFFFFFFFFFFFFFFF

9E7762A8C67D2381

Key=0x0000000000000001

Plaintext



Ciphertext

0000000000000000 

38AC9E7F28C81A09

etc.


etc.

In practice of course it is not done like this.

If the keylength k is 128-bits then there are 2128 possible keys. Its important to understand just how big that number is.

2128 = 340,282,366,920,938,463,463,374,607,431,768,211,456
Clearly 2256 is a number which has twice as many digits

Here is the output of my Rijndael implementation using a key=000..00001

Block Size= 128 bits, Key Size= 128 bits

Plain=   000102030405060708090a0b0c0d0e0f

Encrypt= 5352e43763eec1a8502433d6d520b1f0

Decrypt= 000102030405060708090a0b0c0d0e0f

Block Size= 128 bits, Key Size= 192 bits

Plain=   000102030405060708090a0b0c0d0e0f

Encrypt= 8046725c5fe415dc926cb08f54b1681a

Decrypt= 000102030405060708090a0b0c0d0e0f

Block Size= 128 bits, Key Size= 256 bits

Plain=   000102030405060708090a0b0c0d0e0f

Encrypt= f2258e225d794572393a6484cfced7cf

Decrypt= 000102030405060708090a0b0c0d0e0f

Block Size= 192 bits, Key Size= 128 bits

Plain=   000102030405060708090a0b0c0d0e0f1011121314151617

Encrypt= 9f6dca7965c74923c77a4a0a32fb43994c2e1b5ba0fb8035

Decrypt= 000102030405060708090a0b0c0d0e0f1011121314151617

Block Size= 192 bits, Key Size= 192 bits

Plain=   000102030405060708090a0b0c0d0e0f1011121314151617

Encrypt= 1b83638f6919ca2c5d8b4999d13793e19180dafdbdca7372

Decrypt= 000102030405060708090a0b0c0d0e0f1011121314151617

Block Size= 192 bits, Key Size= 256 bits

Plain=   000102030405060708090a0b0c0d0e0f1011121314151617

Encrypt= 88c27972b10bcca2b4312b05ca87a541dbd6034a3ac070ec

Decrypt= 000102030405060708090a0b0c0d0e0f1011121314151617

Block Size= 256 bits, Key Size= 128 bits

Plain=   000102030405060708090a0b0c0d0e0f101112131415161718191a1b1c1d1e1f

Encrypt= 4d82d84a04faa83d78d666369a8fc1fd611859ee3a7ff6c3b0d5c8d15e5737f5

Decrypt= 000102030405060708090a0b0c0d0e0f101112131415161718191a1b1c1d1e1f

Block Size= 256 bits, Key Size= 192 bits

Plain=   000102030405060708090a0b0c0d0e0f101112131415161718191a1b1c1d1e1f

Encrypt= ea79ccb5328288a7a3b24e537cc77e34a6ab17f0012c2cc04f303900bfc195ee

Decrypt= 000102030405060708090a0b0c0d0e0f101112131415161718191a1b1c1d1e1f

Block Size= 256 bits, Key Size= 256 bits

Plain=   000102030405060708090a0b0c0d0e0f101112131415161718191a1b1c1d1e1f

Encrypt= dc6214b7820fc68e844b42025a33c020ca578f2b73c80a48b220e6c0ee76ebbb

Decrypt= 000102030405060708090a0b0c0d0e0f101112131415161718191a1b1c1d1e1f

How much work can a computer be reasonably be expected to do?

The following calculation would take about a week on the most powerful computer.

for (i=0;i<264;i ++)  { }

Dedicated hardware could go perhaps 1000 times faster (an extra 10 bits).

Now a closer look:-





The Key is expanded by a Key Scheduler to provide enough keying material for each of the r rounds of the block Cipher.

The AES has 10 rounds.

Why k=128, n=128 and r=10??

The most obvious attack on a block cipher is exhaustive (brute-force) search for the right key.

Clearly given what was said above about the power of contemporary computers, k must be greater than 64. Especially when you consider that different parts of the key space can be searched by different computers. So if m computers are available (and m=1000000 is possible using the Internet - that's another 20 bits), then the search can be conducted m-times faster.

So a fast parallel hardware brute force attack may be possible against a key of 64+10+20 = 94 bits. So that's why the AES key is 128 bits. The AES also supports key lengths of 192 and 256 bits (to be sure to be sure).

For example consider the "Chinese Lottery" attack on a key.

The Chinese government wants to find an important key associated with a CIA message. They build a cheap fast hardware implementation of the AES into every TV set sold (billions!). They have a piece of matching plaintext/ciphertext, so they know when they have the right key. Every TV set randomly searches for the key. If one succeeds a message appears on the screen saying "The key is xxxxxxxxxxxxxxxx , please ring Mr. Xing at Beijing 34343434 for your $1,000,000 prize".

Its important that the key is unguessable. Clearly a truly random 128-bit key is unguessable. However its important that a 128-bit key has truly 128-bits of entropy. If a less than truly random source is used for key generation, then the entropy can be a lot less than this. If the entropy is less than 264 then a powerful computer(s) can find the key

For example consider the use of a simple Ascii phrase as a 128-bit key

Key = "freddy_t_mercury"

This might be a remembered password.

Now the first letter of the passphrase can take any of approx. 128 printable values, so it gives us 7 bits of entropy. However an "f" is more likely to be followed by an "r", or perhaps a vowel, so the entropy (uncertainty) of the second letter is a lot less. Tests show that after the first few letters, each extra letter of a typical pass-phrase adds only 1 extra bit of entropy - not the expected 8.

So a clever pass-phrase cracking program could find this particular pass-phrase. 

Moral - A cryptographically secure remembered  pass-phrase should have at least  32 ascii characters, and should include random non-english elements with non-alphabetics and misspellings, for example

Key = "fred&dy_mEcsutyx_is_fondly_remembered

This is much more difficult to crack and probably secure. Unfortunately it is also very difficult to remember.

Substitution Box - S-Box

As pointed out above, a block cipher is just a keyed S-Box. An S-Box is easily implemented in software:-

S[0] = 3

S[1] = 2

S[2] = 0

S[3] = 1

So 0 is substituted by a 3, 1 by a 2 etc.

To aid with decryption, the inverse S-Box is required as well

iS[0] = 2

iS[1] = 3

iS[2] = 1

iS[3] = 0

Clearly S[iS[n]] = n

An S-Box is a key building block for the design of a block cipher. It can be easily seen that a random S-Box is a highly non-linear element, and non-linearity is important.

Here are the S-Boxes used in the SAFER block cipher:-

unsigned char S[256]=

{ 1, 45,226,147,190, 69, 21,174,120,  3,135,164,184, 56,207, 63,

  8,103,  9,148,235, 38,168,107,189, 24, 52, 27,187,191,114,247,

 64, 53, 72,156, 81, 47, 59, 85,227,192,159,216,211,243,141,177,

255,167, 62,220,134,119,215,166, 17,251,244,186,146,145,100,131,

241, 51,239,218, 44,181,178, 43,136,209,153,203,140,132, 29, 20,

129,151,113,202, 95,163,139, 87, 60,130,196, 82, 92, 28,232,160,

  4,180,133, 74,246, 19, 84,182,223, 12, 26,142,222,224, 57,252,

 32,155, 36, 78,169,152,158,171,242, 96,208,108,234,250,199,217,

  0,212, 31,110, 67,188,236, 83,137,254,122, 93, 73,201, 50,194,

249,154,248,109, 22,219, 89,150, 68,233,205,230, 70, 66,143, 10,

193,204,185,101,176,210,198,172, 30, 65, 98, 41, 46, 14,116, 80,

  2, 90,195, 37,123,138, 42, 91,240,  6, 13, 71,111,112,157,126,

 16,206, 18, 39,213, 76, 79,214,121, 48,104, 54,117,125,228,237,

128,106,144, 55,162, 94,118,170,197,127, 61,175,165,229, 25, 97,

253, 77,124,183, 11,238,173, 75, 34,245,231,115, 35, 33,200,  5,

225,102,221,179, 88,105, 99, 86, 15,161, 49,149, 23,  7, 58, 40};

unsigned char iS[256]=

{128,  0,176, 9, 96,239,185,253, 16, 18,159,228,105,186,173,248,

192, 56,194,101, 79,  6,148,252, 25,222,106, 27, 93, 78,168,130,

112,237,232,236,114,179, 21,195,255,171,182, 71, 68,  1,172, 37,

201,250,142, 65, 26, 33,203,211, 13,110,254, 38, 88,218, 50, 15,

 32,169,157,132,152,  5,156,187, 34,140, 99,231,197,225,115,198,

175, 36, 91,135,102, 39,247, 87,244,150,177,183, 92,139,213, 84,

121,223,170,246, 62,163,241, 17,202,245,209, 23,123,147,131,188,

189, 82, 30,235,174,204,214, 53,  8,200,138,180,226,205,191,217,

208, 80, 89, 63, 77, 98, 52, 10, 72,136,181, 86, 76, 46,107,158,

210, 61, 60,  3, 19,251,151, 81,117, 74,145,113, 35,190,118, 42,

 95,249,212, 85, 11,220, 55, 49, 22,116,215,119,167,230,  7,219,

164, 47, 70,243, 97, 69,103,227, 12,162, 59, 28,133, 24,  4, 29,

 41,160,143,178, 90,216,166,126,238,141, 83, 75,161,154,193, 14,

122, 73,165, 44,129,196,199, 54, 43,127, 67,149, 51,242,108,104,

109,240,  2, 40,206,221,155,234, 94,153,124, 20,134,207,229, 66,

184, 64,120, 45, 58,233,100, 31,146,144,125, 57,111,224,137, 48};

Observe that iS[S[9]] = 9.

Most block cipher use fixed S-Boxes. Some (TwoFish/BlowFish) use random S-Boxes that are generated from the Key.

A Very Brief History of Cryptography

For centuries people have been faced with the problem of transmitting sensitive information through a medium that they can't control. At one time it may have been a secret message from one King to another, across territory controlled by a potentially hostile force. Nowadays it’s an email transmitted across the Internet.

Same basic problem.

The classic scenario with some terminology & definitions.

Cryptography should be distinguished from Steganography. In the former the message is accessible to an intruder, but they cannot make sense of it. In Steganography the message is simply hidden. An early example of Steganography is where a message was tattooed on the head of a Slave, and his hair allowed to grow. Then he was sent to the recipient, shaved and the message read. The idea of course was that if the Slave was intercepted, his captors wouldn't think of shaving his head.

Steganography can still be used, perhaps as an adjunct to Cryptography. For example a secret message could be hidden in the least significant bits of a graphics image on a Web page. These bits contribute little to the picture, and so the message would be invisible except to those "in the know". In the same way bits of a .wav sound file might contain a message.
Cryptology - 

The overall subject

Cryptology - 

The design of secret codes

Cryptanalysis - 
Breaking secret codes








Where:-


P = Plaintext


C = Ciphertext


E = Encryption process


D = Decryption process


K = Key

Cryptology = Cryptography + Cryptanalysis

Cryptography – Devising Codes

Cryptanalysis – Breaking Codes

The Cryptanalyst works with one of

· The Ciphertext-only problem – the hardest

· The Known Plaintext problem, where some matching plaintext/ciphertext is available

· Chosen Plaintext problem, where plaintext of the cryptanalyst’s choosing can be inserted into the encryption process.

One of the earliest secret codes is attributed to Julius Ceasar, used during the conquest of Britain.

Plaintext 
A B C D E F G …..W X Y Z

Ciphertext
D E F G H I  J ……Z  A B C

The mechanism is a 3-letter shift up the alphabet, with wrap-around to the start.

May have fooled the Brits…. but trivial to break. 

Next idea (and still a key idea in Cryptography), was the simple Substitution Cipher.

Plaintext  
A B C D E F G ….

Ciphertext
W G Y J B K M….

Worked for a while, but completely collapses to a Known Plaintext attack. Also falls to a cipher-text-only attack that exploits the statistics of language. The most common letters in English are E T A I O N S H R D L U…. This kind of "Cryptogram" sometimes appears in Newspaper puzzles.

A lot of early systems depended on the introduction of new ideas that were unknown to an enemy…. For example the Transposition Cipher.
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To transmit the message start at column 1 and transmit AFLLSKSO, then column 2 etc. A statistical attack reveals nothing as each letter appears just as frequently as it should.

But once you know the trick its not difficult to break.

A very powerful idea was the Vigenere Cipher, which uses multiple Ceasar Ciphers with a variable shift.. Here the key would be an easily remembered phrase.

Key =


BREADANDBUTTERBREADANDBUTTERBREAD

PlainText=

WEHOLDTHESETRUTHSTOBESELFEVIDENT

CipherText=

YWM…………..

The Key letter E above a Plaintext letter H, means that H will be encoded using a Ceasar-Cipher with K=5 (E is 5th letter in the alphabet)

This is more difficult to break. The sliding offset upsets the statistics, and makes attack difficult. But it can be broken - guess the length of the Key L and try to break the simple Ceasar cipher associated with each L-th character. But a lot more ciphertext would be needed. And of course a known/Chosen Plaintext breaks it very quickly. However what if the key never repeated….

Perfect Secure Communications – The One-Time Pad

The following mechanism is provably secure, even if infinite computational resources are available to the Cryptanalyist.







If the streams of random bytes are:

· Identical

· Truly Random

Then the cipher text is also truly random. This scheme is unbreakable.

Proof

Assume the intruder can read the ciphertext byte

C = 10010011

This byte could have resulted from

C = 00000000 ( 10010011

Or it could have resulted from

C = 10101010 ( 00111001

In fact this ciphertext byte could correspond to any P. Each P is as likely as any other. The intruder can do no better than simply guess.

However there are severe practical difficulties with implementing the One-Time Pad. For one the “Key” is the stream of random bytes, which must be identical on both sides of the communications. So it must be as big as the plaintext.

It is a fatal error to attempt to re-use an OTP.

Because of the Key Management problem the One-Time pad (or Vernam Cipher) was not widely used, (except by the Russians who used it very successfully during WWII and after).

Many put their faith in Mechanical Rotor machines, the most famous of which was the German Enigma machine. Famous for being broken by the Poles/British/Americans, but also famous for its role in provoking the invention of the Computer (one of the most important British Scientists who worked on the Enigma was Alan Turing, who more or less invented Computer Science).








































The Cryptographic Key consists of the original rotor settings, and the state of the plug-board.

After each key press, the first rotor turns to the next position. After one full rotation of the first rotor, the second rotor would rotate to its next position. So if for example one were to type AAAAAAAA, the resulting Ciphertext might be CJHGDSLW. 

The machine was self-inverse. In other words if R encoded as Q, then it would encode Q as R. This was handy as, assuming they both started in the same state (sharing the same key), what one machine encrypted, the other would decrypt. However this "feature" turned out to be a weakness. Another weakness was the fact that the machine was designed so that a letter would never encrypt to itself. This may seem like a good idea, but it provided a crucial toe-hold for cryptanalysis.

The Germans wrongly assumed that their enemies did not have access to the machinery itself - and all commanders were given strict instructions to destroy the machine if capture seemed imminent. However the British did obtain several machines.

Cryptanalysis depended on a known plaintext attack. Military orders would commonly begin and end with stereotyped text. Many for example would begin "Mein Fuhrer …..". A piece of known plaintext/matching ciphertext was known as a "crib".

However other mechanical rotor machines were more successful (for example the American equivalent). After the war the British sold captured Enigma machines to many other countries (omitting to tell them that they could break it!).

The advent of the Computer changed everything. As technology improved, this generally worked to the advantage of the Cryptographer with respect to the Cryptanalyst. The gap between the relative difficulty in encoding a message and breaking it has grown very wide - a few microseconds to encode, and centuries to break.

(In WW1 "trench ciphers" took a few minutes to encode, and a few hours to break).
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